Bitcoins, Blockchains, & Bioinformatics

Information, interaction, and innovation frictions have limited our nation’s healthcare delivery system. Patients and
providers may not have access to all the information required; the information may be incorrect; and the information is
susceptible to security breaches. Health plans, managed care organizations, health systems, physicians, diagnosti

facilities, ancillary providers maintain separate data ledgers for the same patient, with each e

standards for record-keeping. More importantly, since these data are not stored in in one eas

result is increased administrative burdens, expensivegreconciliatio , care,
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wrap his head around bitcoins, blockchains, and bioinformatics!
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and healthcare business acumen required for developing population health management and value-based
contracting. His recent paper on alternative payment models in Medicare Advantage has received
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U.S. News & World Report. He has over 40 peer-reviewed research articles, conference papers, and book
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What is a Bitcoin?

Cryptocurrency: Criteria (Advantages/Disadvantages)

* The system does not rech uire a central authority, distributed achieve consensu
on its state. (No Central Bank.)

* The system keeps an overview of cryptocurrency units and t
* The system defines whether new c ptocurren 1

cryptocurrency units can be the
their origin and how to det
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es actions to be performed in which ownership of the

to h unlts is changed. A transaction statement can only be issued by an
ntity provmg the current ownership of these units.

ir own@rship
reate@lIf ne

S|vely cryptographlcally.

* |If two different instructions for changing the ownership of the same cryptographic
units are simultaneously entered, the system performs at most one of them.




How to Get Bitcoins...

* Buy them on an Exchange
* Acquire them transactionally for goods and services
* “Mining” for Bitcoins

* Verify the transaction

* Need to verify more than j transaetion LL
All'the a ~. e d into a blockchain.
i cked.
in st find the correct key to unlock it.

* No “TRUST” issues !!1??221!




What’s Does the Bitcoin Blockchain Work?

New Transaction
Added to Blockchain New Block



Bitcoin Blockchaln Shared Public Ledger with Anonymity

oar @?LLC



Why Would A Law-Abiding Citizen Use Bitcoins?

Universal Currency - International Purchases
Non-inflationary - Only 21 million bitcoins

No Capital Controls
Secure Payments
Faster than Electronic Currency, Credit Cards
Initial Coin Offering (ICO) versusiniti efing
. A:H ar; tartzups:Investors send some form of
c e e. Bitc t . In exchange, they get an entirely new
c c
* Advantage/Disadvantage #1: An ICO is a lot like an IPO, but instead of getting shares

in return, investors get digital assets, called tokens. No equity stake or voting rights
in the underlying company.

* Advantage/Disadvantage #2: Limited regulation. There is no dedicated "ICO
regulator.”




What is a Blockchain?

Continuously growing list of records, called blocks, which are linked and secured using cryptography.
* Each block typically contains a cryptographic hash of the previous block, a timestamp,and tra data.
* By design, a blockchain is inherently resistant to modification of the data.

* An open, distributed ledger that can re rties e a verifiable and permanent

cordtran io t y
way.
0 6 , i i!n n altered retroa ely without the alteration of all subsequent blocks,
é lus ork majority.

ized consensus has therefore been achieved with a blockchain. This makes blockchains potentially suitable for
the recording of events, medical records, identity management, transaction processing.




What is a Blockchain?

Tx3

‘ Block 10 Block 11 Block 12
Prev_Hash Timestamp ﬁ Prev_Hash Timestamp _,—ﬂ Prev_Hash Timestamp
Tx_Root Nonce Tx_Root Nonce Tx_Root Nonce
—/ \Z K o
£ AN
Hash01 Hash23
0 v
Tx1 Tx2

©

Nonce: Used only once

Timestamp

Tx_Root: “Merkel Root”

Merkel Tree:

Unique Identifier, each Block is linked to the Hash of the Previous Block




What is Not a Blockchain?

It is NOT an encrypted central database.
Blockchains ARE distributed ledger
* All Transactions are recorded

nn



Bitcoin Blockchain & Other Blockchains

Cryptocurrency Use Bitcoin Ether or user-created None

missioned

Network Types Public Public or permissione

ou Stvwate
e roof of work

or
confidential

Transaction Types

senHa roof of Practical Byzantine

chani Fault Tolerance

(PBFT) and/or Proof
of Stake

Smart Contracts None Yes (Solidity, Serpent, Yes (Chaincode)
LLL)

Programming Language C++ Golang, C++, Python Golang, Java




Fundamental Elements of a Healthcare Blockchain

The ledger Is distributed and replicated
The ledger provides transparency to all parties

Only authorized parties can view transaction details
Transactions in an approved block cannot be altered

SHARED

LEDGER —
A 'ymmons of business rules

R\ s are co ' ‘ed for ~~tomatic
e cution

All _ .. the ecosystem
adhere to these rules

Stored on every computer
in the network

Information validated by consensus

Information approved by consensus

This consensus is the root of trust

Multiple consensus methodologies
exist (proof of work/stake)



What is Bioinformatics?
For the purpose of this talk, it’'s JUST an Alliterative D wc‘ C
“The science of cxectlng d V)glc a such as genetic codes”




Healthcare Ecosystem
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Healthcare: Current State of Affairs

* Population Health Management/Evidence-Based Medicine:

» “Congestive heart failure (CHF) is the most common reason for admission i nts to
a hospital. Sadly, 40% of Medicare patients discharged after admis dmitted
within 90 days, even though well-designed demonstration projects rs thi@at that
rate can be reduced by more than 80% with prope ement of le of
what goes wrong when a healthi€ar e tytoi rk over time
and acrossisites of ¢

ity Act of 1996 AA)

alth eau a ]
20165407 a , 27.3 Million Records (averaging $355 per record)

» 2017: 477 Breaches, 5.6 Million Records (averaging $380 per record)
* Electronic Health Records/Billing:

* Billing and Insurance Related costs expected to reach $315 Billion in 2018

* Medical offices spending 3.8 hours each week interacting with payers




“Friction” in Healthcare

TYPES OF FRICTION BLOCKCHAIN “GREASE”

Information Friction Shared Ledger
« Is the information accessible to all? * Append-only disggibuted Jstem ofggecord

. . shared across t etwor
¢ Is the information accurate?

¢ Is the mformatlon secure?
Interaction Fg e

©:

cure, authenticated, &

Smart ContPaCts

e Algorithms are embedded in the
transaction database and executed with
ovation Fr|ct|on transactions

* Bureaucracy Consensus
» Regulations * Proof of Work, Proof of Stake

« New Technologies e All Parties Verify Transactions




Strengths, Weaknesses, Opportunities, & Threats

« Decentralization and shared * No interop_erability between
distribution among blockchains

transactional partners creates a * Huge _amOl’lnt of com~" ~ ~power
single source for disparate data require™ ‘or suppr.  Mgh _Je

¢ Permanent and highly fault blockchk ns
tolerant data = nknown ' sufficie ' ‘oriva_  ffor

» Gather data from many sources \ancial'¢ - healthire - ™"
» Securely share information

* Eliminate transactional Security breach of an individual
inefficiencies record if key is hacked

* Reduce dependence on data Unconscious patient can’t share key

middlemen Not fully using technology since
» Greater access for healthcare most usage is “blockchained

analysis databases”




Optum, UnitedHealthcare, Humana: A Very Limited Application

“Five healthcare organizations
including insurers UnitedHealthcare
and Humana, Optum, Quest
Diagnostics and MultiPlan are
launching a blockchain pilot to help
payers tackle mandated provider

directories.”
“The pr il |
t i
t

sts associated
with insurers getting up-to-date
healthcare provider demographic
data.”

Cleary, their proof-of-concept is as a
blockchain database!




What is Hardesty Healthcare Solutions Doing with the Blockchain?

* CFO Partner: Initial Coin Offering
* Raised $7.2 Million in 3 Days

* Anyone can acquire its tokens (native cryptocurrency) at a discount rate by pl ing Ether
(ETH) into the token sale smart contract.
e

* Proof of Stake: All Members of the Network Use Its Tokens
* The token is the fuel for dr o i rastructure.
care q

i e token is
late network stor meas ) revenue payment

i¥ing the bl
”e’
ga!x a motunt of space to store information for free on the Patientory
I

lows them to purchase extra storage space from nodes set up in hospital
. Tokens can be purchased via the platform or an exchange.

* Healthcare organizations use tokens in this instance as well. It is also used in payments once
smart contracts are executed with healthcare insurance companies and serves as a mechanism

to regulate value based model metrics.

* The value of the tokens are tied to the volume of transactions executed in the network.




The Client’s Blockchain Infrastructure

Clinical
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Clinics &

Medical Standard Data
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System
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the Transaction




Healthcare Ecosystem with the Blockchain




Does It Work? Pilot Study

* Test Subject: Hospital System with High Incidence of CMS Penalties and Healthcare Breeches

* Use Tokens for:
* Network Storage and Security C
* Smart Contracts for Value-Based Reimbursements ‘
* Smart Contracts for Claims Remitt Styrizati
* PrelimiparyR af e
:
YoBeerease in Hospital Readmissions & Penalties

* 42% Decrease in IT Expenditures




FUTURE Hardesty Value Proposition for Our Client

» Value-Based Contracting Initiatives
* Risk-Contracting Initiatives
* Algorithms for: LL
* Risk-Adjusted/Health-Base v
aIthHa: rame
ven le Quality Indicators

e Low-Value Care Utilization

» Utilization Management

* Disease Management & Case Management



Am\/ (Questions?




Thank You!



